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Summary of Request

The Governor’s Office of Information Technology (OIT) requests $6,269,000 in Reappropriated

Funds in FY 2023-24 and $6,269,000 in FY 2024-25 and ongoing to provide the necessary

resources to continue the work of Secure Colorado. This funding will cover the increased costs

from the Palo Alto contract that is critical for maintaining the state's enterprise level firewall.

Additionally, it will begin the transition to the .gov domain from the state.co.us which will

reduce the serious security risk posed by state.co.us. These actions will ensure the State of

Colorado continues to meet and defend against current and future cyber threats. This is a 43%

increase to security appropriations.



Requires

Legislation

Evidence

Level

Impacts Another

Department?

Statutory Authority

No NA Yes, multiple Section 24-37.5-401-407,

C.R.S.

Current Program

The Office of Information Security (OIS) is a team within the Governor’s Office of Information

Technology. It has the statutory duty to serve all public agencies
1

and is responsible for securing

the state’s communication and information resources and protecting Coloradan’s data. There

are five distinct areas within OIS:

● Identity & Access Management (IAM);

● Security Operations (SOC);

● Security Architecture;

● Governance, Risk & Compliance (GRC); and

● Security Program Center of Excellence

Security is to the state what the immune system is to the human body. Think of OIS as two

things:

● first, OIS is the state’s technology immune system; and

● second, OIS sets the hygiene standards that ensure the immune system will not have to

work harder than it needs.

Metaphorically, if we brush our teeth, take showers, wash our hands, cut our nails and maintain

basic hygiene, the body’s robust immune system can spend its time fighting off the millions of

routine, daily threats it encounters without needing to fight off unnecessary threats brought on

by basic lack of hygiene.

Taking the metaphor one step further, if the immune system does encounter a significant threat

outside the daily, routine threats (think COVID-19 and a workforce suddenly going remote) it

increases capacity, gets smarter, and evolves.

Conversely, an immune system that is not enabled to increase its capacity to neutralize new

threats becomes a weakened immune system. To a weakened immune system, even the daily,

routine threats become significant threats to overall health.

At OIS, our vision is to be a robust, functioning, supported, thriving immune system that

effortlessly neutralizes millions of routine threats, recognizes and neutralizes significant new

1
A public agency, as defined in C.R.S. 24-37.5-102(28), means every state office in the executive and judicial

branches and all of their respective offices, departments, divisions, commissions, boards, bureaus and institutions.

Institutions of higher education and the general assembly are excluded.
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threats, gets smarter, works better, evolves, and keeps Colorado healthy.

Problem or Opportunity

In the last few years, cyber risk has increased exponentially. In fact,

there has been an 11% increase in common IT security vulnerabilities

worldwide since 2009. In 2021 the government sector saw an

increase of 47% over the past year's volume in cyberattacks. Many

factors contribute to this increase including:

● global pandemic driving a move to a large remote

workforce;

● increased domestic and international cyber attacks; and

● international unrest, including war in Ukraine.

In Colorado, statewide vulnerabilities increased by more than half in

the last year. This equates to 8.4 million security events every day.
2

We have done well from a defensive posture and now need to take

the offense to meet the current threats and vulnerabilities in an

organized and modern way. The current state is only a problem if we

do not evolve our personnel, our technology and retain strategic

consulting where necessary. In order to take the offensive we need

2
This includes everything from unsuccessful password attempts to identified threats.
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to shore up the services that Security provides.

The chart below shows our BitSight rating for the past two years. Though the state has shown

improvement over our initial score (rising from 660 to 700), the reality is that we have

plateaued and there is still plenty of room for improvement
3
. The issues affecting our scores

are due to externally-facing systems that are not as secure as they could be. We need to add

more security to protect our internet edge.

Increasing Costs: Palo Alto Subscription

The costs associated with Palo Alto’s firewall threat prevention subscription increased by

over 50% this past year. Costs increased due to the increased adoption of technology and

additional requirements. When OIT first engaged with Palo Alto, OIT only had one

Enterprise level firewall compared to eight OIT currently has. This does not include all of

the virtual firewalls that OIT utilizes. The Office of Information Security currently does not

have funds available to absorb these rising costs. Not funding the request could result in

non-payments to the vendor and the firewalls would be shut off and repossessed by Palo

Alto.

The firewalls are important to the state as they are our first line of defense against

malicious traffic. The firewalls block over 8 million attempts to gain access to our

enterprise everyday. They also provide us with technology that inspects the allowed traffic

for malicious contents. If malicious content is discovered security precautions are enacted

to protect the State.

3
The State of Texas currently has a BitSight Score of 800 and has been able to achieve a score of 820 in the past.
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Reducing Vulnerabilities: Transition from .co.us to .gov

The usage of the state.co.us domain presents a serious security risk to the State. DotGov

domains have greater control and security; these domains cannot be modified without

authentication and validation, thus preventing these domains from being hijacked. For

DotGov domains, registrar transfers are prohibited, and configuration changes (DNS,

pointers, etc.) require multiple levels of authentication and validation before changes can

be approved, including live person verification.

On the other hand, .us domains are subject to phishing attempts and anyone can register a

.us domain through many of the publicly available domain registrars. For instance,

someone could register “co.state.us” or “state.col.us” or “states.co.us” (very similar to

our actual domain “state.co.us”) then email our users from these fake domains. Colorado

is now behind the standard and is among the last 7 remaining states still using .us domains;

all other states have migrated to the DotGov domain format.

Lastly, the State of Colorado has had difficulty participating in security briefings with

federal agencies and the Whitehouse because to register for these briefings, a valid

government (.gov) email address is required, something we do not have at this time. In

order to participate an exception needs to be made each time adding a barrier to entry

due to the time constraints this imposes. Our funding request of $2,000,000 will fund the

transition work required that the Office of Information Security manages through the

Identity and Access Management team.

This request will fund the increasing costs of the Palo Alto firewall threat prevention

subscription and costs to transition the state’s email domain from .co.us to .gov, which will

allow the Office of Information Security to continue to evolve in response to the ever

increasingly sophisticated cyber threats.

Proposed Solution and Anticipated Outcomes

The Governor’s Office of Information Technology (OIT) requests $6,269,000 in Reappropriated

Funds in FY 2023-24 and $6,269,000 in FY 2024-25 and ongoing to provide the necessary

resources to continue the work of Secure Colorado. This will ensure the State of Colorado

continues to meet and defend against current and future cyber threats. By funding the

increasing costs of our Palo Alto Subscription and costs for transitioning to .gov, the Office of

Information Security will be able to perform the following activities and achieve these

anticipated outcomes:

● reduce tech debt which will help lower the risk of successful cyber attack;

● scale tools and automation that helps meet the pace of change with efficient resourcing;

and

● migrate legacy systems to secure to standard solutions and reduce current
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vulnerabilities.

The Palo Alto engagement with OIT is growing. The requested $4,269,000 will cover those

increased costs and replace legacy equipment among other improvements. This funding

will allow the Network Security team to start architecting a new solution for the Border

Firewalls and install the required hardware. They will also be engaging with Palo Alto

Resident Engineers that will enable us to address some of the tech debt around previous

firewall solutions. Costs could increase in future years as new opportunities to architect an

appropriate solution for the state arise. Each solution brings with it the need for extending

subscriptions, adding hardware, or adding functionality.

The remaining $2,000,000 of the request will fund the transition work to move all email

accounts from state.co.us to colorado.gov. This work will be done by the Identity and

Access Management team. The work will require engaging with all of the agencies and

organizations that currently utilize the state.co.us domain. OIT has already created a

project that will be used to prioritize and organize the work that will be done. This will

reduce one of the current major security risks to the state.

Promoting Equitable Outcomes

Historically underserved

population or group

Description of existing

equity gap(s)

How does the request affect the gaps? (quantify

wherever possible).

N/A N/A After analysis of the expected outcomes of this

decision item, the Department believes that this

budget request is equity-neutral.

Assumptions and Calculations

Summary Table

Tools / Upgrades Dollar Allocation

Palo Alto Subscription Increase $4,269,000.00

Email Security and Domain $2,000,000.00

$6,269,000.00
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Chargeback Proposal

Resources from this request will be billed to departments using existing Security and Access

Management service metrics. The table below outlines estimated costs for each

department using current usage estimates, but final department costs would be aligned

with FY 2023-24 utilization for these service areas once approved.

Department

Allocation per Dept

FTE:

(Security Operations,

Governance,

Compliance)

Allocation per

Identity:

(Identity and Access

Management)

FY24

TOTAL

FY25

TOTAL

Agriculture $53,225 $9,598 $62,823 $62,823

Corrections $1,109,102 $93,768 $1,202,870 $1,202,870

Early Childhood $36,537 $2,769 $39,306 $39,306

Education $107,926 $162 $108,088 $108,088

General Assembly $0 $81 $81 $81

Governor $27,719 $6,926 $34,645 $34,645

Health Care Policy and

Finance $105,642 $15,381 $121,023 $121,023

Higher Education

(Appropriated) $21,167 $6,092 $27,259 $27,259

Higher Education

(Unappropriated) $0 $0 $0 $0

Human Services $895,077 $10,779 $905,856 $905,856

Judicial $879,531 $0 $879,531 $879,531

Labor and Employment $231,151 $271,621 $502,772 $502,772

Law $98,405 $490 $98,895 $98,895

Local Affairs $36,098 $7,847 $43,945 $43,945

Military and Veterans

Affairs $8,168 $0 $8,168 $8,168

Natural Resources $267,425 $38,900 $306,325 $306,325

Personnel and

Administration $71,915 $14,211 $86,126 $86,126

Public Health and $277,122 $27,161 $304,283 $304,283
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Environment

Public Safety $346,314 $35,703 $382,017 $382,017

Regulatory Agencies $111,632 $17,721 $129,353 $129,353

Revenue $285,659 $61,218 $346,877 $346,877

State $25,857 $0 $25,857 $25,857

Transportation $584,773 $60,539 $645,312 $645,312

Treasury $7,343 $244 $7,586 $7,586

Total $5,587,789 $681,211 $6,269,000 $6,269,000

Assumptions and Calculations Summary Table

FY 2022-23

Appropriation

FY 2023-24

Request

Change FY 2024-25

Request

Ongoing Costs

past FY

2024-25?

Total Funds $14,643,830 $6,269,000 $6,269,000 $6,269,000 $6,269,000

Reappropriated $14,643,830 $6,269,000 $6,269,000 $6,269,000 $6,269,000

General Fund $0 $0 $0 $0 $0

Cash Fund -

Name

$0 $0 $0 $0 $0

Federal Funds $0 $0 $0 $0 $0

Appendices

N/A
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Memorandum 
 

 

February 1, 2023 

TO:   Joint Technology Committee 

 

FROM:  Samantha Falco, Research Analyst, 303-866-4794 

    Joint Technology Committee Staff 

 

SUBJECT: JTC Staff Analysis of JBC-Referred FY 2023-24 Operating Budget Request 

Office of Information Technology  

R-01 Secure Colorado: Meet Current and Future Threats 

Summary of Request 

The Office of Information Technology (OIT) requests $6,269,000 in Reappropriated Funds in                    

FY 2023-24 and $6,269,000 in FY 2024-25 and ongoing to continue the work of Secure Colorado.  The 

Joint Budget Committee (JBC) referred this portion of the operating budget request to the Joint 

Technology Committee (JTC) pursuant to Joint Rule 45(b), for the committee’s review and 

recommendation as an IT-related operating budget. 

Request Details 

This request funds the increasing costs of vendor Palo Alto’s firewall threat prevention subscription 

as well as transitioning state entities from state.co.us domain to .gov domain.  The following is the 

project cost information provided by OIT: 

 

 $4,269,000 to cover the increasing Palo Alto costs and replace legacy equipment; and 

 $2,000,000 to fund the transition from the state.co.us domain to colorado.gov domain. 

 

Palo Alto Firewall.  Statewide vulnerabilities, including everything from unsuccessful password 

attempts to identified threats, increased by more than half in Colorado in the last year.  OIT currently 

has eight Enterprise level firewalls contracted with Palo Alto.  The firewalls currently block over 

8 million attempts to gain access to the enterprise daily.  The subscription has increased in price by 

over 50 percent the past year. If this request is not funded, it could result in the vendor not being paid, 

and all firewalls being shut-off and repossessed by Palo Alto.  

 

mailto:lcs.ga@coleg.gov
http://leg.colorado.gov/lcs
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.gov Domain Name.  Additionally, Colorado is among the last seven remaining states to use a .us 

domain and by doing so, runs a great security risk.  Using a .gov domain allows for greater security 

due to these domains being unable to modify without authentication and validation.  Anyone can 

register a .us domain which leads to phishing attempts.  Additionally, Colorado faces difficulty 

participating in security briefings with federal agencies and the White House because a valid .gov 

email address is needed to participate.  The funding will allow the Access Management team within 

the Office of Information Security to complete the work required in the transition of domains. 

Program Information 

The Office of Information Security (OIS) is a team within OIT tasked with statutory duty to serve all 

public agencies1 and secure the state’s communication and information resources as well as protecting 

data.  OIS sets standards to ensure the millions of routine, daily threats are maintained in addition to 

addressing and evolving with the presence of larger threats. There are five areas within OIS: 

 

 Identity and Access Management; 

 Security Operations; 

 Security Architecture; 

 Governance, Risk, and Compliance; and  

 Security Program Center of Excellence. 

Options for Committee Action 

The JTC has three options for committee action when it reviews an operating budget request and 

makes a recommendation to the JBC.  The JTC can: 

 

 recommend the request to the JBC for funding with no concerns; 

 recommend the request to the JBC for funding with concerns; or 

 not recommend the request for funding. 

                                                        
1Section 24-37.5-102(28), C.R.S. 



FY 2023-24 IT Operating Budget Requests

Colorado Governor’s Office of Information Technology (OIT)
Office of Information Security (OIS)
R-01 Secure CO Threat Prevention

Joint Technology Committee Staff Questions

Please respond by end of day on Thursday, January 26, 2023
to: jtc.ga@coleg.gov

Please note that the Joint Technology Commi�ee will be meeting Friday, February 3, 2023, to hear
presentations on the OIT R-01 operating budget request referred by the JBC.

1. The R-01 decision item (DI) explains that $2.0 million of the $6.3 million annualized
operating increase will be used by the OIT Identity and Access Management team towards
changing the domain from .state.co.us to .gov.

a. Please provide more detail on the expected use of the $2.0 million estimate.

The .gov transition will be accomplished by two efforts. The first effort will be the transition
of email to .gov that can be accomplished in one year. The second effort, where the majority
of the $2M funding request will help support, involves the infrastructure components that
affect the entire enterprise, which will be a multi-year effort that could take as many as five
years to accomplish. This will not require additional FTE but will require professional
services and contractor engagement. These funds would also cover the components that
Security manages through Identity and Access Management.

b. Please provide the reason the Identity and Access Management team cannot use existing
resources for the domain change. Does the department anticipate that a $2.0 million
annualized appropriation will be required long-term? If so, please provide information
on the expected duration of and reason for the annualized appropriation need, once the
domain change has been completed. When does the department anticipate that the
domain change will be complete?

The Identity and Access Management team is currently experiencing significant staffing and
capacity issues. Our original approach to opt in identity management has created a
significant reliance on human intervention and manual processes. The team is barely able to
keep up with existing needs as ongoing day to day demands of agencies increase. With
staffing issues also comes dearth of capability, and with current resources, there is not
enough knowledge or capability to be able to complete this work without significant
involvement from vendors and professional services. We will need to engage with system
architects and other professionals to design the appropriate architecture. The email phase
can be completed within one year. The Active Directory and infrastructure changes will take
between three and five years to complete. The timeline is dependent on cooperation from
agencies.
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FY 2023-24 IT Operating Budget Requests

c. Please list all the departments whose domain will change and summarize the change
management plan to transition to the new domain, including the planned contingency
before decommissioning .state.co.us.

All consolidated agencies will be moving to the .gov domain:

● Department of Agriculture
● Department of Corrections
● Department of Health Care Policy & Financing
● Department of Human Services
● Department of Labor and Employment
● Department of Local Affairs
● Department of Military and Veteran Affairs
● Department of Natural Resources
● Department of Personnel & Administration
● Department of Public Health & Environment
● Department of Public Safety
● Department of Regulatory Agencies
● Department of Revenue
● Department of Transportation
● Office of the Governor
● History of Colorado

It is the intent of this effort as it applies to email to have both the .gov and .state.co.us
domains in place concurrently for at least a year. After that time a determination will be
made to sunset the .state.co.us domain. The change management plan will be to
communicate to all agency leadership about the change, the benefits etc. to include an
opportunity to opt-in as a first adopter. The plan will then be to use OIT and all opted-in
agencies as our initial rollout group for email changes. Once that is successfully
implemented the other agencies will be scheduled for the change. As the email change
requires minimal effort it should have minimal impact to users. Most of the impact will be in
the realm of end user education.

The actual domain change that impacts active directory, another directory and
authentication tool will require discovery, architecture, significant project planning and
significant effort to implement as this will impact everything from the “user login” to service
accounts and backend functionalities. This is a very impactful initiative.

d. Please summarize critical risks and any corresponding mitigations. If the domain change
does not have any critical risks, please provide the reason.

The usage of the “state.co.us” domain presents a serious security risk to the State. DotGov
domains have greater control and security; these domains cannot be modified without
authentication and validation, thus preventing these domains from being hijacked. For
DotGov domains, registrar transfers are prohibited, and configuration changes (DNS,
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pointers, etc.) require multiple levels of authentication and validation before changes can be
approved, including live person verification. .us domains are subject to phishing a�empts,
anyone can register a .us domain through many of the publicly available domain registrars.

For instance, we could register “co.state.us” or “state.col.us” or “states.co.us” (very similar to
our actual domain “state.co.us”, then email our users from these fake domains. Colorado is
now behind the standard, as Colorado is among the last seven remaining states, all other
states have migrated to the DotGov domain format.

Lastly, the State of Colorado has been unable to participate in security briefings with Federal
agencies and the Whitehouse because in order to register for these briefings, a valid
government (.gov) email address is required, something we do not have at this time. In order
to participate an exception needs to be made each time adding a barrier to entry due to the
time constraints this imposes.

2. The submission documents state that the Palo Alto’s firewall threat prevention subscription
increased by over 50% this past year, and explains that “not funding the request could result
in non-payments to the vendor and the firewalls would be shut off and repossessed”.

Please describe the Palo Alto firewall threat prevention pricing model, contract terms, and
contract duration.  Please also provide the previous subscription price(s), and the increase(s).

The current Palo Alto Enterprise License and Service Agreement is a three year contract. The
pricing is $2,226,502 a year until the end of FY25 for a total cost of $6,679,506. The previous
contract was a three year contract from FY19-FY22. The pricing on this contract was $1,287,540 a
year for a total of $3,862,620. This shows an increase of $938,962 a year or 73%.

3. The submission documents state that the requested $4.3 million will cover Palo Alto’s
increased costs and replace legacy equipment among other improvements, such as improving
network border firewalls. R-01 also explains that costs could increase in future years as new
opportunities are architected due to extending subscriptions, and adding hardware.

Please provide more information supporting the $4.3 million estimate outside of the existing
Palo Alto price increase, and any additional information known about anticipated increases
in out years.

The costs associated with Palo Alto increased by over 50% this last year. In addition many of the
services that OIT had purchased were originally given to us at no or very li�le cost. This renewal
that all came due and OIT incurred a significant amount of cost increase. The requested funds
will cover those increased costs starting FY23-24 and onwards as the costs are likely to continue
to increase similar to what they did this past year. We had to renew the Enterprise License
Agreement and had to add an Enterprise Service Agreement due to our utilization of Palo Alto
technologies. When we first engaged we had only one Enterprise level firewall, we now have
eight and that does not include all of the virtual firewalls that we utilize. Another component is
the cost of resident engineers; they cost us more with each passing year and the organization is

Page 3 of 5



FY 2023-24 IT Operating Budget Requests

still not mature enough to operate without their experience. $4.3M will fund the anticipated
subscription cost increases, equipment replacements and network improvements.

4. The submission documents explain that OIT’s Office of Information Security (OIS) increased
its BitSight rating from 660 to 700. It further states that “The State of Texas currently has a
BitSight Score of 800 and has been able to achieve a score of 820 in the past.”

Please provide more information about the BitSight rating.

a. Summarize the scope of OIS’s BitSight rating, including what is not in scope.

BitSight helps organizations quantify their cyber risk, measure the impact of their security
efforts, and benchmark their performance against peers. With a detailed view into
compromised systems and diligence data, organizations can be�er identify the sources of
risk and take quick action to address them. As to what is not in scope would be that BitSight
does not function nor duplicate the functions of Tenable, our Vulnerability Management and
Detection tool. Bitsight will not be looking at internally vulnerable systems, it only views
vulnerabilities that are external to the enterprise.

b. What is the BitSight rating scale? Please also describe the criticality of Colorado’s
BitSight rating.

BitSight is a Security Ratings Report which focuses on Colorado as compared within the
Government/Politics industry. It calculates security ratings to shed light on an organization's
security performance and measures cyber risk. Think of it as a cyber security credit score
that you can evaluate before doing business with an organization, much like lenders use
FICO credit scores to review potential applicants. The rating scale ranges from 250-900,
similar to a credit score. The higher the rating the more effective the organization is in
implementing good security practices.

Though the state has shown improvement over our initial score (rising from 660 to 700), the
reality is that we have plateaued and there is still plenty of room for improvement. The
issues affecting our scores are due to externally-facing systems that are not as secure as they
could be. We need to add more security to protect our internet edge. By adding more
resources we will be be�er able to communicate the risks and assist in the remediation
efforts for the responsible teams.

c. Please explain how the R-01 appropriation might increase Colorado’s BitSight rating.

The R-01 appropriation should increase Colorado’s BitSight rating by evaluating and
improving statewide cybersecurity practices. Measured by increasing the State of Colorado’s
security metric as well as enhancing the state-wide security plan by identifying strengths
and vulnerabilities, making necessary modifications, and implementing recommended
security controls.
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The new and expanded security services are to be achieved through the R-01 appropriation
by consolidating systems which helps create a seamless and secure government experience,
reduce Tech Debt, that helps lower risk of successful cyber a�ack, scale Tools and
Automation, which helps meet the pace of change with efficient resourcing. We will also
focus dollars and system replacements on secure architecture and enterprise platforms to
avoid tech debt in the first place. And finally, fund a standing “Tiger Team” to eliminate
current risks, implement automation and respond to active threats which helps meet the
pace of change with IT tools and rapid response.
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