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prosecute the sexual exploutatlon of ch|ldren HB 2 120 modernlzes our laws to
confront the explosion of this type of material online.

‘$_oh1e facts:

Neerly 8 cot B B @ el Last year, over 18.4 million reports of

m&ﬁm@&aﬂ child sexual abuse imagery online were
siivavelalsofcommittedl made by online tech companies, -
accounting for over 45 million photos -
foffenses)ibaseafonfoffender and videos. That is up from 1.milljon
. elieperE)s ~ reports in 2014 and 3,000 in 1998,

We no longer watch movies on VHS or buy music on CDs. Today, it's
Netflix, file sharing, and storing and sharing our pictures and videos in
HB 20-1120: the cloud. We even live stream our conversations and communicate
using video calls and messaging. It's no different in the world of child

Critical pornography.

U d {t {t Our investigative techniques and laws have not caught up, leaving
I}@ aAles (O children unprotected and perpetrators untreated and
unaccountable.%3 This material is not just already created
C urrent imagery; online child abusers live stream child sexual abuse

and often tailor it to the requesting customer.?
Law

HB 20-1120 does not create a new crime. Rather, it modernizes how
the law describes our current laws against sexual exploitation of
children, by including terms that capture a perpetrator's access to
this material - wherever found - and accounts specifically for

live streaming of these heinous crimes. It also increases potential
penalties for crimes associated with imagery depicting children under
12, children subjected to physical force, and children subjected to
certain types of sexual contact or sadomasochism.




The Investigative Process
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STEP 1 ]_o AN IMAGE IS DETECTED
R @ An electronic service provider (ESP), such as Google, Facebaok, or

. Dropbox, detects the hashtag (unique identifying number) of a

: known picture or video of child exploitation on its services.

"~ STEP '2" [—o @ REPORT MADE TO THE LOCAL AGENCY

D The ESP notifies the National Center for Missing and Exploited
Children (NCMEC) which serves as a clearinghouse for reports of
images of child exploitation.

Q NCMEC reports the image to the federal Internet Crimes Against
Children Task Force (ICAC), which, in partnership with Homeland
Security and Investigations, obtains a federal subpoena to
determine the subscriber’s information (for example, that it was
uploaded from Denver, Colorado, to Google Drive). ICAC then
sends the report to the correct local law enforcement agency.

1 These reports are growing rapidly year over year:

°  Inz2017, NCMEC reported 2,080 instances of detection of online
child pornography associated with Colorado locations. Inzo018,
that numberwas 2,985, and in 2019, there were 3,709 reports.

R —— INVESTIGATION

" STEP3 1—o
I . ° Local law enforcement agencies begin an investigation on the
address associated with the report. Where supported by

evidence, the agency may obtain a search warrant for the
computers and other electronic devices at that location.

These devices are then submitted for forensic examination to
determine whether sexual exploitation of a child has occurred,
and if so, the identity of the perpetrator,
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Long waits for these critically necessary forensic examinations
harm both community safety - by delaying the prosecution of
those sexually exploiting children - and the innocent, whose
devices remain in limbo until the examination can occur.

For example, devices seized and submitted to the Northern
Colorado Regional Forensic Lab in May 2019 are still in line for
examination.
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