
Office of the Governor

Funding Request for the FY 2023-24 Budget Cycle
Request Title

R-05 (OIT) Data Driven Decisions

Dept. Approval By: Supplemental FY 2022-23

OSPB Approval By:
Budget Amendment FY 2023-24

X
Change Request FY 2023-24

Summary
Information

FY 2022-23 FY 2023-24 FY 2024-25

Fund
Initial

Appropriation
Supplemental

Request Base Request Change Request Continuation

Total of All Line Items
Impacted by Change
Request

Total $35,521,529 $0 $38,296,594 $2,851,062 $4,223,703
FTE 53.7 0.0 54.0 10.0 20.0
GF $251,657 $0 $306,895 $0 $0

CF $0 $0 $46,682 $0 $0

RF $35,269,872 $0 $37,719,225 $2,851,062 $4,223,703

FF $0 $0 $223,792 $0 $0



Total $11,730,508 $0 $13,412,568 $110,330 $220,660

05. Office of Information
Technology, (A) OIT
Central Administration,
(1) OIT Central
Administration - Health,
Life, and Dental

FTE 0.0 0.0 0.0 0.0 0.0

GF $120,973 $0 $171,523 $0 $0

CF $0 $0 $24,984 $0 $0

RF $11,609,535 $0 $13,106,648 $110,330 $220,660

FF $0 $0 $109,413 $0 $0

Total $142,425 $0 $147,445 $1,733 $3,364

05. Office of Information
Technology, (A) OIT
Central Administration,
(1) OIT Central
Administration - Short-
term Disability

FTE 0.0 0.0 0.0 0.0 0.0

GF $2,018 $0 $1,996 $0 $0

CF $0 $0 $320 $0 $0

RF $140,407 $0 $143,442 $1,733 $3,364

FF $0 $0 $1,687 $0 $0

Total $4,502,383 $0 $4,929,181 $54,154 $105,123
05. Office of Information
Technology, (A) OIT
Central Administration,
(1) OIT Central
Administration -
Amortization
Equalization
Disbursement

FTE 0.0 0.0 0.0 0.0 0.0

GF $64,333 $0 $66,688 $0 $0

CF $0 $0 $10,689 $0 $0

RF $4,438,050 $0 $4,795,458 $54,154 $105,123

FF $0 $0 $56,346 $0 $0

Total $4,502,383 $0 $4,929,181 $54,154 $105,123
05. Office of Information
Technology, (A) OIT
Central Administration,
(1) OIT Central
Administration -
Supplemental
Amortization
Equalization
Disbursement

FTE 0.0 0.0 0.0 0.0 0.0

GF $64,333 $0 $66,688 $0 $0

CF $0 $0 $10,689 $0 $0

RF $4,438,050 $0 $4,795,458 $54,154 $105,123

FF $0 $0 $56,346 $0 $0

Total $14,643,830 $0 $14,878,219 $2,630,691 $3,789,433

05. Office of Information
Technology, (D)
Information Security, (1)
Information Security -
Information Security

FTE 53.7 0.0 54.0 10.0 20.0

GF $0 $0 $0 $0 $0

CF $0 $0 $0 $0 $0

RF $14,643,830 $0 $14,878,219 $2,630,691 $3,789,433

FF $0 $0 $0 $0 $0

FY 2022-23 FY 2023-24 FY 2024-25
Line Item

Information Fund
Initial

Appropriation
Supplemental

Request Base Request Change Request Continuation



Auxiliary Data
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Governor’s Office of Information Technology Jared Polis

Governor

FY 2023-24 Funding Request Anthony Neal-Graves

Executive Director

November 1, 2022

Department Priority: R-05

Request Detail: Road to Data Driven Decisions

Summary of Funding Change for FY 2023-24

Incremental Change

FY 2022-23

Appropriation

FY 2023-24

Request

FY 2024-25

Request

Total Funds $14,643,830 $2,851,062 $4,223,703

FTE 53.7 10.0 20.0

General Fund $0 $0 $0

Cash Funds $0 $0 $0

Reappropriated Funds $14,643,830 $2,851,062 $4,223,703

Federal Funds $0 $0 $0

Summary of Request

The Governor’s Office of Information Technology (OIT) requests $2,851,062 in Reappropriated

Funds with 10.0 FTE in FY 2023-24 and $4,223,703 with 20.0 FTE ongoing towards the

development of Enterprise Data Governance and Management Data Technical Service areas.

These service areas will create a state data catalog, reduce data risks, and create efficiencies

in the state. Additionally, this request will reduce data silos and provide improved data for

decision makers. This is a 19.5% increase in the Security Appropriation.



Requires

Legislation

Evidence

Level

Impacts

Another

Department?

Statutory Authority

No N/A Yes, multiple Section 24-37.5-701-704, C.R.S.

Section 24-37.5-401-405, C.R.S.

H.B. 21-1236

H.B. 21-1111

Current Program

The Chief Data Office understands that the efficient use of information (data) is crucial to the

success of all primary state initiatives. The CDO helps agencies leverage the state’s data assets

to deliver secure, impactful, constituent-centric services and enable data-driven policy

decisions. The CDO provides seamless and sustainable data services that help agencies achieve

their goals while enabling a resident-centric approach to government as outlined in the 2022

CO Digital Government Strategic Plan.

Supporting CDO is its Data Operations team, which has an objective to enable government

efficiencies through quality data availability, automation of processes and digitalization of

services. These currently include data architecture, data integrations, data

analysis/visualizations, and GIS. Establishing an Enterprise Data Governance team and

enhanced solutioning capability are critical to meet CDO’s goals.We have made it a priority to

align this request with statewide strategies.

Stakeholder Mission
Chief Data Office

(CDO) Alignment

Polis Administration
“Bold Four” Initiatives

Office of Information

Technology

Enhance the lives of Coloradans

Government Data Advisory

Board (GDAB)

Improve the efficiency and effectiveness

of state government, Coloradan service

delivery and policymaking by providing

guidance and recommendations on how

the state should govern and manage

data and data management systems.

Chief Data Office

The mission of the Chief Data Office

(CDO) is to empower the use of data.

We do this by ensuring the state has the

infrastructure, processes and people to
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manage, access and use data efficiently,

effectively, securely and responsibly for

the benefit of Coloradans. Our focus, as

defined in HB21-1236 is clear:

encourage data sharing, reduce data

risk, foster data maturity and cultivate

a culture of data-driven decision

making.

Problem or Opportunity

Imagine data infrastructure as the interstate highway system. There are dirt roads, residential

roads, thoroughfares, on-ramps, intersections and highways. A particular infrastructure must

exist for this ecosystem to make travel possible.

First, we must understand where people are trying to go (prioritized use cases). Do roads

already exist? Do we need new ones? How many lanes? What are protected areas to consider?

Historical landmarks? Where should we prioritize efforts and focus first?

Second, to find the correct answers to these questions, we need construction engineers (data

architects, data analysts, data engineers, data stewards, data governance experts). We

need robust teams to maintain old roads, design new ones, coordinate new development,

create standards, provide secure routes, recommend and improve traffic flows. (data modeling

and design).

Third, existing and new roads have to connect to each other efficiently using the best

connections possible (data integration and identity cross reference and resolution [IDXR]).

Fourth, there have to be maps or GPS that direct people to their destinations in the most

accurate way (data catalog/ inventory).

Fifth, people have to know the rules of the road (data governance/ontology/literacy). What do

the signs mean?  What roads are toll roads, and which are private? Who gets to decide on the

rules of that road? What organizations provide oversight? (GDAB and a potential future Data

Stewardship Council)

When this multifaceted ecosystem is established, people (information and services) can travel

on roads to destinations (across systems to the user).

Although the data highway system is invisible, its scale equals the interstate highway system.

It’s that big, that important, that complex, and if we could see it, it would look very similar.

To achieve this vision, we need to address the following challenges:
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There are roads (systems) that are not connected and are poorly maintained.

There is no consistent GPS/map (data catalog/inventory) to help people know where to go,

where things are and are the routes safe (data security and classification).

There are very few standard rules of the road (governance and ontology, literacy and data

sharing standards). Few know how to drive, where they can/can’t drive, and how to avoid

accidents. There isn’t always an understanding of how driving could improve their lives. There

is a lot of interest in learning and adopting data-driven cultures, but not enough direction.

For people who try to drive – legislators, agency executives, state employees, Coloradans -

there is no clarity on which city they’re in (Data Domains: Health, Public Safety, Education,

Workforce & Economy, Environmental & Renewable Energy, Regulatory), let alone what to

do in a new city (Cross Domain Integration/Data Sharing/IDXR).

There are also unfunded mandates coming from the policy level. We are being asked to create

this infrastructure but are not funded to do so, leading to frustration and disengagement with

the larger vision. (GDAB Statutes and Deliverables)

Using these challenges as a roadmap of what needs to be addressed, the Chief Data Office is

very motivated to become the Center of Excellence that state employees, our customers

(agencies), and Colorado’s residents need to drive a bold vision in the delivery of state data.

Proposed Solution and Anticipated Outcomes

This request will allow the Chief Data Office to become the Data Center of Excellence and help

agencies leverage the state’s data assets to deliver secure, impactful, resident-centric services

and enable data-driven policy decisions. To enable this vision, the CDO needs resources to

develop two clear service areas:

● Enterprise Data Governance and Management; and

● Data Technical Services

The CDO bases its governance standards on the Data Management Book of Knowledge (DMBOK)

from the Data Management Association (DAMA International). These include the “rules of the

road” and Technical Services to build and support the data infrastructure.

Enterprise Data Governance and Management

Specific services for this request include:

● meta data (ontology);

● data catalog/inventory;

● data architecture, modeling and design;

● data quality;

● data literacy; and

● data security
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This request benefits the entire state of Colorado from the Governor to residents and everyone

in between. It provides the basis for accessibility, structure, flow, and efficiency and creates a

pathway into the future.

Data maturity will impact all other state services and their partners by providing better

information to OIT and agencies on business operations. By shifting data from

application-specific siloes to a true statewide asset, we also change the dynamic of focusing on

barriers to one of collaboration and sharing.  This will help turn Colorado’s data aspiration into

reality – to share the right information with the right people at the right time so residents can

easily get the services they need with minimal friction, impacting every aspect of state service

design, delivery and resident engagement.

In alignment with the CDO mission the following anticipated outcomes will come from funding

this request.

Anticipated Outcomes

This decision item directly ties to Strategies 3-6 of Colorado’s Digital Government

Strategic Plan:

● harness data to improve resident journeys and outcomes;

● cultivate analytics, business intelligence and product leadership; and

● bring best-in-class tools and technologies to how state agencies work

The requested FTE and technology will create efficiencies and cost savings as agencies

are provided support and guidance.  This support will be offered through:

Deliverables by Year and Applicable CDO Mission Element addressed

Year 1 Deliverables (after initial FTE are hired)

Encourage

Data

sharing

Reduce

Data Risk

Foster

Data

Maturity

Cultivate Culture of

Data-Driven Decision

Making

The creation and deployment of packaged

tool-kits for agencies measure Data Maturity

and prioritize Data Governance efforts

The selection and initial implementation of a

Data Catalog and Governance tool that will

aid agencies in clarifying authoritative

sources, data classifications, data mapping,

data sharing, and overall data management

The creation of a Data Literacy program

available for agency adaptation and
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deployment

Design and implementation of a system to

facilitate, monitor and streamline Data

Sharing Agreements between state agencies

and expansion to sharing agreements with

non-agency partners.

Ability to ensure confidence in integration

security by implementing tools to secure and

audit legacy Application Programming

Interfaces (APIs), providing insight into their

purpose, location, and security configuration

Expand scope and support of IDXR (Identity

Resolution) as a centralized identity

matching service that allows disparate

information systems to identify and link

unique members that are shared by both

systems. This is fundamental to the identity

resolution required for the CO Digital

Government strategic plan.

Year 2 Deliverables (after 2nd Allocation of FTE)

Continued Deployment and refinement of

Agency Toolkits with direct ongoing support

to agency staff

Data trainings available to and given directly

to stakeholders at state agencies

Ongoing auditing/monitoring of state agency

data sharing agreements, investigation of

more formalized established data trusts to

streamline processes when appropriate and

desired by agencies.

After auditing/mapping of existing API

processes, subsequent remediation of risks

that are identified and monitoring to

minimize potential for breach and/or service

disruption. Artificial Intelligence (AI) and

Machine Learning (ML)-based models for

runtime API threat detection.

Automated and dynamic test development

and incorporation into CI/CD pipelines
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As a result of the steps listed above the follow benefits will be gained:

● Alignment-There will be increased alignment between OIT and agencies which is

necessary for a holistic statewide data strategy. This alignment will lead to

collaboratively addressing identified data sharing risks, prioritized data management

services, resulting in an actionable interoperability framework to share data among

agencies and external partners.

● Data Sharing-The facilitation of data sharing processes and supporting documentation

management will increase the expediency and quantity of sharing efforts.  This will

allow the state to use its extensive data assets to address both constituent and agency

needs.

● Data Quality- A foundation of people, process, and technology will be established to

create managed data assets that are authoritatively sourced, discoverable, accessible,

and appropriately secured. The data assets will have a higher degree of utility and

reusability for multiple purposes than current efforts. This foundation supports efforts to

improve data quality used for both service delivery and data-driven policy decisions.

● Increased Data Security- With better communication of best practices, implementation

of tooling to classify and protect data sets, and an improved understanding of data

processes, we can look to mitigate risks of data breaches and improve our ability to

recover from a security incident.

● Informed Data Users-Agencies and agency staff will be more knowledgeable about best

practices and how to appropriately use data.  This learning will propel agencies forward

as they become more data-driven, using data to efficiently and effectively carry out

their respective missions.

● Improved Customer Service- By increasing capacity both in terms of staff and

technology, we will be better positioned to support our agency partners with the

expertise and tools that will enable them to better achieve their unique missions to

serve the people of Colorado and support more data driven policies.

Evidence-Continuum

Program Objective A unified statewide data governance framework will enhance the

effectiveness and efficiency of government services by promoting

greater collaboration, innovation and agility in government

operations between state agencies. A robust and consistent program

of information sharing across state agencies that prioritizes

interoperability and privacy will enable the state to meet its current

challenges and to leverage data to improve the health and quality of

life for Coloradans.

Outputs being measured See table below

Outcomes being

measured

See table below
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Evaluations Pre-Post Quasi-Experimental

Design

Randomized Control Trial

Results of Evaluation N/A N/A N//A

SB21-284 Evidence

Category and Evidence

Continuum Level

N/A

Objective:

The CDO provides a set of seamless data services that help agencies achieve their goals while

enabling a constituent-centric approach to government.

Methods: Outcomes and Measures

Develop a value proposition for services

that encourages utilization

• Clearly articulate completed/proposed use

cases and alignment to state priorities.

• Track service catalog requests for services.

• Customer feedback regarding the value of

services provided.

Clearly communicate services to

stakeholders throughout the state

• Track alignment to services via Project

Management Office (PMO) and other OIT

processes.

• Gather customer feedback regarding awareness

of services.

Design standard data models for high

priority data domains to ease sharing

and integration

• Identify and align on high priority domains in

partnership with agencies or a subset of

agencies.

• Model(s) designed and approved.

• Datasets published using the models.

Develop clear policies, standards and

frameworks for the implementation of

data governance, data inventory, data

sharing, data architecture best

practices and integrations

• Number of policies, standards and frameworks

referenced in projects and utilized by Solution

Engineers.

• Reduction in the number of projects reviewed

by the Architecture Review Board (ARB) that do

not meet OIT data standards.

Implement a program to provide

continuous scanning of the State’s

hybrid (on prem / cloud based)

ecosystem in order to improve API

• Systematically inventory every API, including

legacy and shadow APIs, with automated data

classification security posture details.

• Continuously test APIs to identify API security

risks before they emerge.
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(application programing interface)

Security Posture

• Automated and dynamic test development and

incorporation into Continuous Integration

/Continuous Deployment pipelines.

Promoting Equitable Outcomes

Historically underserved

population or group

Description of

existing equity

gap(s)

How does the request affect the gaps? (quantify

wherever possible).

N/A N/A After analysis of the expected outcomes of this decision

item, the Department believes that this budget request

is equity-neutral.

Assumptions and Calculations

Assumptions and Calculations Summary Table

FY 2022-23

Appropriation

FY 2023-24

Request

Change FY 2024-25

Request

Ongoing Costs

past FY

2024-25?

Total Funds $14,643,830 $2,851,062 $2,851,062 $4,223,703 $4,223,703

Reappropriated $14,643,830 $2,851,062 $2,851,062 $4,223,703 $4,223,703

General Fund $0 $0 $0 $0 $0

Cash Fund $0 $0 $0 $0 $0

Federal Funds $0 $0 $0 $0 $0
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Chargeback method

These services will be charged back to customers as a fixed, common good service, based

on a percentage of statewide IT spend.

Department

% of Total IT

Spend FY24 TOTAL FY25 TOTAL

Agriculture 0.76% $21,554 $31,931

Corrections 8.64% $246,421 $365,060

Education 0.30% $8,622 $12,773

General Assembly 0.02% $439 $650

Governor 0.34% $9,805 $14,525

Health Care Policy and Finance 5.09% $145,251 $215,181

Higher Education (appropriated) 0.06% $1,577 $2,336

Higher Education (unappropriated) 0.09% $2,557 $3,789

Human Services 22.34% $637,049 $943,756

Judicial 1.86% $52,910 $78,384

Labor and Employment 9.17% $261,366 $387,201

Law 0.21% $6,107 $9,047

Local Affairs 0.83% $23,701 $35,112

Military and Veterans Affairs 0.14% $3,880 $5,748

Natural Resources 4.65% $132,635 $196,491

Personnel and Administration 1.79% $51,008 $75,566

Public Health and Environment 4.46% $127,123 $188,327

Public Safety 4.50% $128,384 $190,194

Regulatory Agencies 2.01% $57,167 $84,690

Revenue 2.65% $75,562 $111,941

State 0.21% $5,885 $8,718

Transportation 7.91% $225,659 $334,303

Treasury 0.05% $1,386 $2,053

CBMS 21.92% $625,014 $925,927

Total 100% $2,851,062 $4,223,703
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FTE Category

#1

FTE Category

#2

Total FTE 10

Total Salary Cost

(includes salary, Medicare, PERA)

$1,223,341

Total Centrally Appropriated Costs

(includes HLD, AED, SAED, STD)

$220,371

Total One-time Operating Costs $70,000

Total Ongoing Operating Costs $7,350

Total Costs $1,521,062

If needed - add addition rows for fund

sources
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OIT has had difficulty filling positions and propose using the Q2 salary range when recruiting for

new positions to remain competitive in this labor market
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Memorandum 
 

 

January 24, 2023 

TO:   Joint Committee Joint Technology Committee 

 

FROM:  Samantha Falco, Research Analyst, 303-866-4794 

    Joint Technology Committee Staff 

 

SUBJECT: JTC Staff Analysis of JBC-Referred FY 2023-24 Operating Budget  

Office of Information Technology  

R-05 Road to Data Driven Decisions 

 

Summary of Request 

The Office of Information Technology (OIT) requests $2,851,062 in Reappropriated Funds with 

10.0 FTE in FY 2023-24 and $4,223,703 with 20.0 FTE ongoing to develop the Enterprise Data 

Governance and Management Data Technical Service areas.  The Joint Budget Committee (JBC) 

referred this portion of the operating budget request to the Joint Technology Committee (JTC) 

pursuant to Joint Rule 45(b), for the committee’s review and recommendation as an IT-related 

operating budget. 

Request Details 

Data Center of Excellence.  The OIT R-05 operating budget request seeks ongoing funding to evolve 

the Chief Data Office into the Data Center of Excellence. The Data Center of Excellence will oversee 

two services areas: Enterprise Data Governance Management and Data Technical Services. The budget 

request aims to create a governance framework that encourages data sharing, reduces data risk, fosters 

data maturity, and cultivate a culture of data-driven decision making.   The new service areas will 

create a state data catalog and reduce data siloes within state agencies. 

Enterprise Data Governance and Management services for this request includes:  

 

 meta data; 

 data catalog/inventory; 

 data architecture, modeling, and design; 

 data quality; 

mailto:lcs.ga@coleg.gov
http://leg.colorado.gov/lcs
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 data literacy; and  

 data security. 

 

Additionally, data will be shifted from application-specific siloes to a statewide asset.  According to 

OIT, the anticipated outcome of the unified statewide governance framework includes:  

 

 alignment between OIT and state agencies;  

 data sharing and documentation management to promote sharing efforts; 

 improved data quality and utility; 

 increased data security; 

 providing agencies and agency staff the ability to be informed data users; and  

 improved customer service. 

Program Information 

The Chief Data Office (CDO) uses the state’s data to further secure constituent services and 

data-driven policy decisions.  Additionally, the CDO utilizes data architecture, data integrations, data 

analysis/visualizations, and GIS to promote government efficiencies through quality data availability, 

automation of processes, and digitalization of services.  

Options for Committee Action 

The JTC has three options for committee action when it reviews an operating budget request and 

makes a recommendation to the JBC.  The JTC can: 

 

 recommend the request to the JBC for funding with no concerns; 

 recommend the request to the JBC for funding with concerns; or 

 not recommend the request for funding. 



FY 2023-24 IT Operating Budget Requests

Colorado Governor’s Office of Information Technology (OIT)
Colorado Data Office (CDO)
R-05 Data Driven Decisions

Joint Technology Committee Staff Questions

Please respond by 8am on Monday, January 23, 2023
to: jtc.ga@coleg.gov

Please note that the Joint Technology Commi�ee will be meeting Friday, January 27, 2023, to hear
presentations on the OIT R-05 and BA-01 operating budget requests referred by the JBC.

1. The submission documents explain that one of the deliverables in the first year will include
data classification.

a. Please describe the importance of data classification efforts, and the scope.

Classification of data allows us to be�er protect and manage it - we cannot protect what we
are unable to define. Certain data types contain Personally Identifiable Information (PII), and
are subject to specific federal and state regulations. Examples of data protections include
HIPAA, FERPA, FTI and CJI, In 2022, GDAB completed the initial legislatively-mandated
statewide data inventory, which has been the most comprehensive source of data
classifications, spanning all systems (though self-reported) and all agencies (including those
agencies not supported by OIT). The desire is to maintain this data and explore automation
to improve the completeness and accuracy of data classifications for governance, audit and
compliance purposes.

b. Please summarize the roles and responsibilities between Colorado Data Office (CDO) and
the data owner pertaining to compliance, such as HIPAA.

Ultimately the agency is the data owner and responsible for the compliance of the data (for
example HCPF and CDHS are the Covered Entities for HIPAA and are thus responsible for
data privacy and security overall of their HIPAA data). OIT acts as an IT Service Provider
via a Business Associate Agreement (BAA). The Chief Data Office (CDO) has essentially two
roles: first, a technical side that is responsible for cross agency data integrations and API
oversight/management and second, a policy and governance side that supports statewide
data strategy and the work of the Government Data Advisory Board (GDAB).

c. Please summarize the CDO plan to leverage any existing data classifications managed by
OIT or applicable departments, including the roles and responsibilities.

In the past there have been various efforts such as OIT technology workbooks and entries
into Application Management Systems (APMS) but there has not been an authoritative
source for this data. Agency Data Stewards, under the guidance of the GDAB Data Inventory
subcommi�ee completed the initial legislatively-mandated statewide data inventory, and
now desire to maintain this data and explore automation to improve the completeness and
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FY 2023-24 IT Operating Budget Requests

accuracy of the inventory. The initial inventory effort was completed manually requiring
OIT contracted staff to work with agency staff to complete the work. Automation could
reduce the number of person-hours required as well as increase the quality of the collected
information, but will take funding and resources to implement. Results of a dedicated
system would then be used as an authoritative source for other use cases, for example final
results could populate the CMDB tool in ServiceNow, and be a source for future data audits
and security considerations.

2. Another deliverable in the first year is the design and implementation of a system to facilitate,
monitor, and streamline data sharing agreements between state agencies, and expanding
these agreements with non-agency partners.

a. Please describe the existing procedures, and methods for data sharing agreements, and the
need for improvements.

Agencies initiate data sharing agreements on a “as needed” basis. Data Sharing agreements
are wri�en tools between two or more parties to allow the use of data from the
owner/responsible party to a secondary party. The data, data format and type of transfer
(single file vs. system integration) are determined by the legal authority and use case and are
outlined in the agreement and agreed to by both the data provider and recipient. To date,
there has been no overarching available guidance on when or how to use the agreements,
with some agencies using agreements between offices within an agency. Each agreement has
been bespoke, often requiring substantial guidance from the A�orney General’s Office (AG).
Some agreements have taken as long as 18 months to implement, with no standardized
documentation, process or tracking mechanism. GDAB recently produced a customizable
statewide data agreement template that can be used between agencies. GDAB has identified
the need to also create a template for use between agencies and 3rd parties. It is hoped that
these templates will create efficiencies for agencies but there is also a need for a defined
process, tracking tool and inventory of existing agreements. By adding staff capacity to
focus on agreements, we can identify other opportunities for efficiency as well as provide
support and expertise to agencies.

b. Please explain and provide an example of when a data sharing agreement is needed with a
non-agency partner instead of using other tools, such as a contract, or non-disclosure
agreement.

Non-disclosure and data sharing agreements are generally required when confidential,
sensitive or personally identifiable information is shared between agencies or with third
parties. These agreements are generally executed when agencies: share data to collaborate
with other agencies, participate in research initiatives, or share data with vendors or other
third parties to support technical projects or other programs managed by the State.

These agreements are legally binding and set forth the obligations of each party with respect
to the data or information being shared primarily to support legal compliance by the data
provider, but also to ensure compliance with state cybersecurity and data management
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policies. Data sharing agreements usually specify which data elements will be shared,
privacy and security requirements, acceptable use of data and retention, limitations on
access and any other terms that may be required depending on the data set (e.g. background
checks for entities receiving access to criminal justice information). Data sharing agreements
may be executed in tandem with other contracts for technical projects, or such terms may be
included in contracts for services, when sharing confidential, sensitive or personally
identifiable information is necessary for a vendor to fulfill its obligations. Certain datasets
that are federally regulated also require specific terms to be either added or agreed to by the
parties in a separate agreement, such as criminal justice information, medical treatment and
payment information, or education records.

In light of the patchwork of laws that apply to various data sets, adding more resources to
facilitate data sharing and the requisite agreements would help facilitate state agencies to
treat individual Coloradans holistically, addressing all the determinants of care, such as
homelessness, food security, addiction, and mental and physical health. In addition (beyond
the scope of this decision item) a comprehensive review of the hundreds of state laws that
apply to personally identifiable information held by state agencies could further help
streamline this process, and potentially remove barriers to harmonizing and sharing certain
datasets between state agencies and their vendors.

The following examples are data sharing agreement use cases with non agency partners,
although a comprehensive inventory does not yet exist:

● Behavioral Health (BHA) data to City/County Jail Systems
● Colorado Dept of Labor and Employment (CDLE) and Denver County Court

c. If a new system is needed, has the department estimated the cost? Please explain,
including any applicable cost and schedule estimates with contingency.

A new system needs to be scoped, incorporating functionality such as submi�ing a request,
alignment to appropriate agency personnel (privacy officers, data stewards, AGs office) and
tracking system to monitor progress. This would also result in an inventory of existing Data
Sharing Agreements. There is potential this could be built using existing workflow tools as a
preliminary tool, but resources would need to be estimated. The ability to register the
corresponding APIs that are built to share the data can use Mulesoft Anypoint Manager,
which is already in use with the goal to  register/monitor all APIs

3. Please summarize the plan to identify legacy application programming interfaces (APIs), and
the estimated cost in the first year, including if the cost is included in the R-05 budget request.

The intent is to conduct source selection for a dedicated API Security platform that would
work in conjunction with the existing State’s ESB and platform for full API lifecycle
management. Such dedicated API Security platforms operate on the principle of the
network traffic pa�ern and payload scanning in order to identify pa�erns that correspond to
API pa�erns. That is done to collect data points that are analyzed and findings are
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presented as a report that identifies and classifies potential vulnerabilities. This is done on
continuous basis and would improve State API security Posture by:

● Establishing inventory of every API, including legacy and non-documented and
non-tracked third-party APIs, with automated data classification security posture
details

● Identifying API misconfigurations and API security vulnerabilities in policy and
specs

● Employing AI and ML-based models inherent to dedicated API Security platform
for runtime API threat detection

● Automated and semi-automated blocking and threat remediation
● Continuously testing  APIs to identify API security risks before they emerge
● Automated and dynamic test development and incorporation into CI/CD pipelines

The budgetary request already incorporates the estimated first year cost. Should the API
Security platform acquisition and implementation costs be higher than anticipated, budget
deficiency would be covered through increased chargeback for the existing State ESB solution.

4. After the APIs are identified, the submission documents explain that in the second year
artificial intelligence (AI) and machine learning (ML) based models will be used for runtime
API threat detection.

a. Please describe the use of AI and ML models. Will this effort require procurement of new
AI or ML tool(s), or will CDO use existing tools? Are applicable costs included in the
budget request?  If so, please provide the estimates.

Please see the response to question number 3. AI and ML based models would be inherent
components of a dedicated API Security platform. The intent is to deploy API Security
Platform (engine) on the State domain, as well as adding/configuring rules on load balancers
that identify API transactions going through virtual servers and then forward those to the
API Security platform via secure logs. The API Security platform is programmed to parse log
data, analyze it using machine learning and identify behavior-based anomalies when APIs
are misused, abused, or otherwise exploited. Should the API Security platform acquisition
and implementation costs be higher than anticipated, budget deficiency would be covered
through increased chargeback for the existing State ESB solution.

b. Please describe how CDO will work with state departments in remediating API risks.
Are API remediation costs included in the budget request, and if so, what are the
estimates?  If not, please summarize the plan if additional funds or resources are needed.

At the present, OIT lacks visibility into legacy APIs that have been developed and deployed
over the course of years and those unknowns represent a significant threat vector. Dedicated
API Security platforms operate on the principle of the network traffic pa�ern and payload
scanning in order to identify pa�erns that correspond to API pa�erns. This is done to collect
data points that are analyzed and findings are presented as a report that identifies and
classifies potential vulnerabilities. CDO will work with other groups in OIT to a�ain unified
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interpretation of the classified and prioritized vulnerabilities report and work with agency
partners to incorporate any remediation steps into the existing product backlogs based on
the joint risk and vulnerability assessment. Those remediation steps will vary based on the
vulnerabilities identified and business processes affected; at the present no budgetary cost
estimates have been established.

5. Another deliverable for the second year is “automated and dynamic test development and
incorporation into continuous integration (CI) and continuous delivery (CD) pipelines.”

Please explain the need for adding CI and CD for the R-05 objectives, and where this applies.
What is the return on investment (ROI)? Can CDO leverage existing CI and CD tools and
resources? Why, or why not? If applicable, what are the estimated costs for CDO’s CI and
CD, and are the costs included in the budget request?

There is no intent to add a new or distinct CI/CD process or tooling into the CDO objectives;
the intent is to leverage existing OIT processes and tooling for CI/CD and assure that should
remediation of any API security vulnerabilities involve refactoring (code and configuration
changes) of those APIs, the standard OIT secure system development lifecycle processes are
followed, including adherence to technical standard TS DAT 001. This involves
incorporating automated API Governance identifying conformance issues in published API
definitions and taking steps to resolve them. It facilitates application of consistent rules,
quality and security practices at design time. It allows for enforcing governance within the
OIT DevOps organization, automating the application of standards to OIT API contracts and
definitions within our CI/CD pipeline. API Governance allows OIT to continuously test APIs
and identify API security risks before they emerge in production environments. OIT API
Governance rules are based on industry defined best practices and OWASP Top 10 security
practices.

6. The submission documents list the following benefits with additional funding: alignment,
data sharing, data quality, increased data security, informed data users, and improved
customer service.

a. For alignment, please describe and provide an example, along with the ROI.

When we can use the centralized position of CDO and alignment via GDAB to create a
default process, or standardized template we are creating efficiency and thus cost savings. A
common starting point will help streamline efforts, and communication between agencies,
even if there is some customization needed. An example might be the data sharing template.
We fully expect individual templates to contain unique clauses, but with a common
framework, we are creating a pa�ern to follow. Additionally, this creates an opportunity to
establish maturity in data governance and encourage adherence to best practices. This can
be expanded to a centralized Data Literacy program for informed data users, increase data
security by tooling that helps accurately define data classifications to target security efforts
and unified data governance models to improve defining quality by focusing on
authoritative sources,  and maturing data stewardship practices.
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b. For data sharing, several Colorado departments have data sharing and interoperability
projects in progress or completed. Please summarize the areas where the CDO would
invest improvements in data sharing.

CDO efforts would complement and support ongoing efforts. Agencies are making progress
in maturing their data governance processes. They are looking to capitalize on the work of
GDAB but where there is no guidance or set standards, they are doing the work to design
and implement processes. With centralized support, the CDO could continue to build out
repeatable processes, reducing the burden on agencies. Examples include a potential
inventory of data sharing agreements, clarification of authoritative sources via a data
inventory, and maturity of interoperability by expanding API services and maturity.

c. Please describe the department’s policies and procedures in ensuring that departments are
compliant with the OIT Information Security Office.

The information security policies, or CISPs, are wri�en as the security & compliance baseline
for the state executive and judicial agencies. The CISPs properly create a shared
responsibility model with CISO oversight, operations/IT Service Provider compliance (OIT
or vendor), and business owners/agencies responsibilities. Compliance oversight comes
during the project phase (system update or new system implementation) during the gating
process. At the end of gated projects, there is a final review (risk assessment) issuance of an
authority to operate by OIS office. Recently the Project office expanded the process to
include all projects that are gated through OIT, even if there is local governance.
Additionally, the OIT Security Risk and Compliance (SRC) team performs assessments on
systems and vendors (as time and staff permits) to verify status of compliance through
monitoring.

Agency partners would benefit from a be�er understanding of compliance, data governance,
and security at their local level. The increase of tools and personnel to meet this reporting,
visibility, and transparency will enable OIT to be�er monitor what is contained in systems,
how it is used or shared. The agency partners work with OIT on a regular basis on major
systems, and the major systems also receive external state and federal audits to identify
compliance concerns for Agency and OIT.

7. Please explain the ROI for expanding the scope and support of identity resolution (IDXR),
and the gaps this effort will reduce. Please also provide a scenario from a business
perspective.

The Identity Cross-Reference Service (IDXR) identifies and matches individuals between and
across State Systems. This allows State Systems to share and exchange information about their
members without requiring a common identifier. IDXR can also identify duplicate identities and
other data quality issues.
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The creation of duplicate members in State Systems is a complex problem, especially tracking
member eligibility and reimbursement within healthcare and benefit programs. Two of the first
use cases for IDXR consist of identifying duplicate members and determining member eligibility
between different agencies/programs. For example, submi�ing incorrect reimbursement requests
to Centers for Medicare &. Medicaid Services (CMS) by CO Medicaid can result in significant
damages.

IDXR is also currently used to support the reporting and analysis of Immunizations and Disease
Reporting events by matching HCPF Medicaid members to their immunizations and test results
in the Colorado Immunization Information System (CIIS) from CDPHE.

Without IDXR and Identity Resolution services, each member record would need to be manually
checked and verified, within and between each system(s). IDXR supports the Colorado Digital
Government strategic plan by allowing members to be matched across systems.

8. Under the Current Program section, CDO’s description includes geographic information
system (GIS). Please summarize CDO’s existing GIS efforts, and if any of the R-05 objectives
apply to GIS.

The CDO’s existing GIS efforts include assisting discovery of the State’s geospatial data,
development of statewide framework datasets (address/parcels/LiDAR/imagery), coordinating
local and federal GIS initiatives, and providing geospatial access and assistance to agencies.

The R-05 objectives apply to GIS efforts and focus on geospatial data sets and visualizations.
enabling us to foster greater collaborations, innovations, and agility between the state agencies
utilizing GIS. R-05 funds will assist the GIS team in administering and distributing geospatial
data for internal and external users through a geographic data repository. This process will
include using authoritative sources and providing data governance, security, and literacy to
users. In addition to building out a geospatial data repository is growing a GIS imagery
program. The funds will go to creating a centralized imagery program, allowing for the
distribution of high resolution aerial imagery products out of OIT. Agencies will no longer need
to duplicate costs to acquire or store aerial imagery. Our imagery program will allow all
agencies access to these resources for decision support, analysis, and to use as basemaps in
public facing applications. Through investment in our GIS efforts, we can increase data-driven
decisions both internally and public facing.
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