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February 23, 2022 

 

To whom it may concern, 

 

 I write today in enthusiastic support of Senate Bill 113. As both CTO of a Colorado-based Cybersecurity 

company and an expert and active researcher in artificial intelligence, human-autonomy teaming, and decision 

support systems, I believe that the safeguards and processes introduced in this bill are necessary for helping to 

ensure responsible deployment of artificial intelligence algorithms to be used to aid in high-stakes decision-

making. Peer-reviewed research studies have repeatedly shown that even trained experts develop dangerous 

over-reliance on decision support systems over short timescales, even if trained beforehand on its use. This has 

been empirically shown in decision support systems operating in domains ranging from autonomous driving to 

the charge nurse station on the hospital labor and delivery floor, with users ranging from untrained novices to 

seasoned domain experts. 

 

To opponents of this bill, I write this while recognizing the inconvenience of instituting controls and 

processes that stand in the way of technology thought to have potential to reduce workload and/or expand 

capability, especially in the name of public safety. Marketing hype aside, in general terms artificial intelligence 

and machine learning technology is not mature enough to be deployed in contexts with irreversible potential 

consequences, including those with medical or legal implications. Facial recognition technology is especially 

brittle and unreliable amongst machine learning solutions, with well-known problems that are greatly 

exacerbated when used on non-white faces. Made worse, software, machine learning models, and code libraries 

that provide a poor level of facial recognition accuracy are widely available on the Internet, leading to a plethora 

of thinly wrapped industry solutions that are largely indistinguishable from school projects in terms of reliability. 

Given the state of tooling available, it remains challenging for even researchers and experts to characterize these 

systems and identify these fundamental problems with them (measuring accuracy properly is non-trivial, and 

proactively identifying areas of poor performance can be exceedingly difficult), which has led to the founding 

of organizations like the Algorithmic Justice League that specialize in performing audits of software using 

artificial intelligence or machine learning. The foundation of a task force to review these prospective uses and 

deployments will be essential to cutting through marketing hype and empty promises, helping to match stated 

capability against the state of the art and to provide recommendations that help organizations save money and 

realize the benefits such systems can offer. 

 

I am happy to make myself available for further discussion at Bradley.Hayes@colorado.edu and 

strongly encourage you to share in my support of this effort. 

 

Sincerely,  

 

 

 

 

 

Bradley Hayes 

Assistant Professor, Department of Computer Science 

University of Colorado Boulder 
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